of State, the Chief Constable of the RUC and the General Officer Commanding
Northern Ireland, on intelligence matters. He also provided the Secretary of State
with advice on the authorisation of warrants under the Interception of

Communications Act 1985.

19. DCIl was assisted by Assessments Group (“AsGp”) comprising a small team of
intelligence analysts who were desk officers in the Security Service. AsGp provided a
wide range of strategic intelligence reports for Government. It acted as a focus for
strategic intelligence and ensured that the Northern Ireland intelligence community
produced shared and agreed assessments for Government.

20. In April 1997 a recommendation in a report, the Warner Report, made by the
Cabinet Office Intelligence Coordinator was implemented and a central Intelligence
Management Group (“IMG”) was created at RUC HQ to be responsible for, among
other things, the collation, analysis and distribution of all RUC intelligence. Security
Service and GCHQ officers were seconded to the IMG and were based at RUC HQ,
working to RUC management. In February 1998 a Memorandum of Understanding
was agreed between the IMG and AsGp outlining their respective roles in the
assessment and dissemination of intelligence. One of the IMG’s key roles was to
ensure that RUC intelligence was passed to AsGp for assessment and onward

dissemination.

21.  The Security Service provided the RUC with specialist support on the basis of
operational tasking from the RUC which was mounted by the operational branch of
the Security Service based in Great Britain in conjunction with the RUC and the Army,
and a small team of Security Service officers based in Northern Ireland also provided

support. Any intelligence obtained was owned, controlied and distributed by the RUC.

22. GCHQ has carried out various operations providing Signals Intelligence in
support of the agencies dealing with issues relating to Northern Ireland and to
counter Irish republican terrorist activities in Great Britain. The action taken by GCHQ
on interception was governed by procedures agreed between GCHQ and RUC
Special Branch and documented in written guidance for the relevant GCHQ team.

10 of 16

INQ000277_0011



Conclusions

26. By 1998 dissident republicans were well aware that telephone
communications were not secure. It was normal for the dissidents to use guarded
language and code words in their conversations by phone. They rarely identified
themselves or those to whom they spoke or named clearly those about whom they
spoke. Voice identification of those participating in a telephone call was imprecise.
There was never complete certainty in the identification of a voice by listening to it or
as to the real nature of the matters under discussion; for example smuggling activity
by dissident republicans was commonplace.

27.  Throughout 1998, before, on and after 15 August, GCHQ ensured that
intelligence from any interception that might have been relevant to RUC Special
Branch for its operational purposes was promptly being made available to them; this
included near real time provision of information by telephone (that is almost
immediately after a call had been listened to itself in near real time) in accordance
with pre-agreed criteria. In addition, written intelligence reports were issued within
hours of interception again in broad accordance with procedures agreed between
GCHQ and Special Branch South. | am satisfied that in the days surrounding 15
August, and on the day itself, to the extent that any relevant intelligence was
derived from interception, it was shared with RUC HQ and Special Branch
South promptly and fully, and done so with the latter in accordance with
procedures agreed with Special Branch South.

28. The evidence that | have reviewed is consistent and clear to the effect that
there was nothing to suggest either that a bomb attack was going take place on 15
August or that the town of Omagh was to be the target of any bomb attack. There is
no evidence whatever before me to make good the assertion in the Sunday
Telegraph and the Panorama programme that, on 14 August, the Garda had
warned the police of a likely attack. Special Branch did not identify to GCHQ
any particular phone number as being of particular importance or relevance to
a potential bombing (in Omagh or elsewhere) nor is there any evidence that
Special Branch believed that GCHQ could pinpoint the location of a particular
mobile phone.
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29. The conclusion reached by Special Branch, even immediately after the
bombing, was that there was no locational material such as would have enabled the
RUC to direct any response by the security forces or prevent the bombing. Any
intelligence derived from interception as might have existed could not have
prevented the bombing.

30. An allegation was made in the Panorama programme that GCHQ had
intercepted a call in relation to the Banbridge bombing on 1 August from which, and
from what was known to GCHQ on 15 August, it could have been deduced that a
further attack was under way that day. My conclusion is that there was no
information on or before 15 August that could reasonably indicate by reference
to the events of Banbridge that a further bombing attack was about to take

place.

31.  The portrayal in the Panorama programme of the tracking on a screen of
the movement of two cars, a scout car and a car carrying a bomb, by reference
to two “blobs” moving on a road map has no correspondence whatever with
what intercepting agencies were able to do or did on 15 August 1998. On the
basis of evidence from an independent expert withess from a mobile communications
service provider | am satisfied that, in 1998 it was neither possible to track mobile
phones in real time nor to visualise the location and movement of mobile phones in
the way that was shown in the Panorama programme. Information on the location of
a mobile telephone only existed within the mobile phone network in respect of
“‘communications events” — when a phone was switched on or off, or during a call, for
instance — and even then would have been limited to information about the cell (the
area covered by a particular mast) in which the phone was active. It is clear therefore
that no intelligence or security agency or law enforcement agency did see or could
have seen what was suggested by the Panorama programme in its representation.
On the basis of this, and other material received by me, assertions in the programme
that, if live monitoring was taking place, from 1250 hours the picture of a bomb run in
progress should have begun to materialise, that those monitoring were seeing two
cars, just like a bomb run heading towards Omagh, and that by 1420 hours on 15
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August those monitoring should have been in little doubt about what was going to
happen, are incorrect and unsupported by any evidence.

32. Assertions were made in the Panorama programme that GCHQ did not pass
its intercepted intelligence to the Investigation Team to help the enquiry. | would
repeat my conclusion in paragraph 27 as to the timely passing of any relevant
material to RUC HQ and Special Branch South. As described in paragraph 23 above,
the arrangements in place at the time allowed for RUC Special Branch to make
requests in respect of further dissemination of any GCHQ material that might
have existed. The records show that no such request was made. No police
witness before me was aware of any request to GCHQ being refused and there was
warm praise from the Head of Special Branch and the Regional Head of Special
Branch South for the work done by GCHQ in Northern Ireland.

33. In addition to the provision of intelligence by Special Branch to the
Investigation Team to which reference is made in the second sentence of paragraph
12 and which took place on 16 August, Special Branch South briefed the
Investigation Team on the basis of an all-source intelligence picture on only two
occasions. They were: on 20 August, when it identified to the Investigation Team
those persons it believed to have been involved in the bombing, and on 9 September
when it provided further details of those persons to the Investigation Team. The
Garda was also similarly briefed by Special Branch South on 21 August. It was not
part of the terms of my review that | should investigate, nor have | investigated, the
reasons why Special Branch South acted in the cautious way it did, nor have |
investigated the soundness of those reasons, although | do not doubt that Special
Branch South took the actions it did for what it considered to be good operational

reasons.
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