OFFICIAL - PUBLIC G egress

a KnawBe4 company

CJSM Gmail Inbound Configuration
Update

Issue: Version 1

OFFICIAL - PUBLIC 1



OFFICIAL - PUBLIC G egress

a KnewBe4 company

History

Version Date Author Description

1.0 12.08.26 Visal Baron Initial Issue

Confidentiality statement

This document contains information proprietary to Egress Software Technologies, a KnowBe4 company. It shall not be
disclosed in whole or part by the recipient to any third party or to any employees other than those who have a need to
know such information. It shall not be duplicated or used by the recipient for any purpose other than to evaluate Egress
Software Technologies, a KnowBe4 company products and services.

No part of this document may be reproduced, distributed, stored in a database or retrieval system, or transmitted in any
form or by any means, without the exclusive and written permission of Egress Software Technologies, a KnowBe4
company. No liability is assumed for damages resulting from the use of the information contained herein.

Copyright notice

Copyright © Egress Software Technologies, a KnowBe4 company. All rights reserved. Registered Address:
White Collar Factory, 1 Old Street Yard, London, EC1Y 8AF, United Kingdom.
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Updating the Inbound Configuration

Important: Do not remove or replace any existing mail infrastructure settings or configurations.
The changes outlined in this document are required in addition to your current configuration.

Login to Gmail Admin

Login to the Google Admin portal https://admin.google.com and select “Apps” from the left
side menu, then select Google Workspace, and click Gmail.

Edit the configuration

1) From the Gmail settings menu, scroll down to the Compliance section and click
Compliance.

Compliance

Configure compliance features

2) Locate the “Content compliance” sub-section and click EDIT beside the rule named
“CJSM Gateway". If your rules use a different naming convention, please edit the specific
rule used for CJSM connectivity.

3) Insection 2, click ADD, found to the bottom right of the Expressions box. Choose
Metadata match, Source IP, and “Source IP is not within the following range” from the 3
dropdowns and enter the IP address 16.60.86.115 in the area provided. Click Save to add
the setting.

Metadata match

Attribute

Source IP

Match type

Source IP is not within the following range

4) Repeat the process in step 3 with the IP address 18.135.95.179
5) Repeat the process in step 3 with the IP address 3.11.51.41
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If all the above steps have been followed correctly, section 2 of your CJSM Inbound
configuration should now look like the below:

2. Add expressions that describe the content that you want to search for in each message

If ALL of the following match the message

Expressions

Location: Sender header

Matches regex: @.*.cjsm.net$

Metadata match: Source IP is not within the range 3.11.57.41
Metadata match: Source IP is not within the range 18.135.95.179
Metadata match: Source IP is not within the range 16.60.86.115

Metadata match: Source IP is not within the range 51.140.32.204

ADD

6) Confirm that the IP addresses you have added to the Expressions list match those in this
document and press Save (in the bottom right of the Edit setting panel) to apply the
changes.

CANCEL =AVE

Helpdesk Confirmation

Once the steps above have been completed, please notify the helpdesk.
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