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Version Date Author Description

1.0 13.08.26 Visal Baron Initial Issue

Confidentiality statement

This document contains information proprietary to Egress Software Technologies, a KnowBe4 company. It shall not be
disclosed in whole or part by the recipient to any third party or to any employees other than those who have a need to
know such information. It shall not be duplicated or used by the recipient for any purpose other than to evaluate Egress
Software Technologies, a KnowBe4 company products and services.

No part of this document may be reproduced, distributed, stored in a database or retrieval system, or transmitted in any
form or by any means, without the exclusive and written permission of Egress Software Technologies, a KnowBe4
company. No liability is assumed for damages resulting from the use of the information contained herein.

Copyright notice

Copyright © Egress Software Technologies, a KnowBe4 company. All rights reserved. Registered Address:
White Collar Factory, 1 Old Street Yard, London, EC1Y 8AF, United Kingdom.
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Updating the Inbound Configuration

Important: Do not remove or replace any existing mail infrastructure settings or configurations.
The changes outlined in this document are required in addition to your current configuration.

Login to Exchange Admin Center

Login to the Exchange Admin Center https://admin.cloud.microsoft/exchange and from the
navigation menu on the left, click ‘Mail flow’ then from the expanding menu ‘Connectors’.

Edit the configuration

1) Click on the Connector called ‘CJSM NDR' (or your equivalent name) to open the
connector details panel as below:

CJSM NDR
(ORI

Mail flow scenario

From: Partner organization

To: Office 365

Name
CJSM NDR
Status

On

Edit name or status

How to identify your partner organization

Identify the partner organization by verifying that messages are coming from these IP
address ranges: 51.137.152.51

Edit sent email identity

Security restrictions

Reject messages if they aren't encrypted using Transport Layer Security (TLS), or the
subject name on the certificate that the partner uses to authenticate with Office 365
doesn't match this domain name: mail.dev.q-solution.email

Edit restrictions

2) Click "Edit sent email identity” which will display the ‘Authenticating sent email panel'.
3) Enter 18.135.95.179 and click the + icon to save the first new IP address.
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Authenticating sent email

How do you want Office 365 to identify your partner organization?

Office 365 will only accept messages through this connector if your partner organization can be
identified through one of the following two ways.

O By verifying that the sender domain matches one of the following domains

(.) By verifying that the IP address of the sending server matches one of the following IP
addresses, which belong to your partner organization

| 18.135.95.179
w

51.137.152.51

51.140.32.204

4) Enter 16.60.86.115 and click the + icon to save the second new IP address.
5) Enter 3.11.51.41 and click the + icon to save the third new IP address.

If all the above steps have been fFollowed correctly, the configuration should now look like the
below:

Authenticating sent email

How do you want Office 365 to identify your partner organization?

Office 365 will only accept messages through this connector if your partner organization can be
identified through one of the following two ways.
O By verifying that the sender domain matches one of the following domains

w@) By verifying that the IP address of the sending server matches one of the following IP
addresses, which belong to your partner organization

l Example: 10.5.3.2 or 10.3.1.5/24

51.137.152.51

51.140.32.204

16.60.86.115

m
i
3.11.51.41 i
m
m

18.135.95.179

6) Confirm that the IP addresses match and press Save to apply the changes.
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